PCNSE Practice Test Questions and Answers

1. Spoofing:

A) involves malicious tools designed to channel an individual organization or system network traffic

B) involves malicious practices designed to deceive systems, individuals, and organizations into
perceiving something to be what it is not.

C) involves tools designed to deceive systems, individuals, and organizations into employing hoax
software

D) involves malicious tools designed to redirect an individual organization or systems network traffic

2. A is a firewall.

A) software that encrypts data before it leaves an internal network

B) security system consisting of software and hardware between an internal network and the
Internet

C) software that removes viruses from a computer network
D) backup system for a database so it can be recovered if the original is destroyed

3. What is a Device Group in Panorama?

A) A physical cluster of firewalls in a single data center

B) A logical grouping of firewalls that share common policy and object configurations
C) A list of administrators authorized to manage firewalls

D) A collection of log collectors for a region

4. What is WildFire in Palo Alto Networks?

A) A URL filtering database

B) A cloud-based malware analysis service that detonates unknown files to identify threats
C) An application identification engine

D) A hardware firewall appliance

Answers: 1-B 2-B 3-B 4-B
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