ISO 27000 Foundation Certification Practice Test Questions and Answers

1. What is the primary focus of the ISO 27000 series of standards?
A) Quality management

B) Information security management systems
C) Environmental management
D) Project management

2. Which ISO 27000 standard provides the requirements for establishing an ISMS?
A) 1ISO 27000

B) 1ISO 27001
C) ISO 27002
D) ISO 27005

3. What does CIA stand for in information security?
A) Central Intelligence Agency
B) Confidentiality, Integrity, Availability
C) Control, Implementation, Assessment

D) Compliance, Investigation, Audit

4. Which process is fundamental to the ISO 27001 ISMS approach?
A) Linear implementation

B) Plan-Do-Check-Act (PDCA) cycle
C) Random assessment

D) One-time implementation

Answers: 1-B 2-B 3-B 4-B
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