CyberVista Practice Test Questions and Answers

1. Which of the following best describes a zero-day vulnerability?

A) A vulnerability that has been patched immediately
B) A security flaw unknown to software vendors and security researchers
C) A vulnerability that only affects older systems

D) A low-risk security issue

2. What is the primary purpose of a Security Information and Event Management (SIEM) system?
A) Prevent all cyber attacks

B) Aggregate and analyze security data from multiple sources
C) Replace firewalls and antivirus software

D) Automatically patch vulnerabilities

3. Which encryption standard is currently recommended for securing sensitive data?
A) DES (Data Encryption Standard)
B) 3DES (Triple DES)

C) AES (Advanced Encryption Standard)
D) RC4

4. What does the principle of "least privilege"” mean in cybersecurity?

A) Users should have maximum access to prevent workflow disruption
B) Users should only have the minimum access necessary to perform their job
C) All users should have the same access level

D) Access should be granted only to senior management

Answers: 1-B 2-B 3-C 4-B
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