Certified Ethical Hacker Practice Test Questions and Answers

1. What is the primary goal of ethical hacking?

A) To cause damage to systems

B) To identify vulnerabilities and improve security with proper authorization
C) To steal sensitive information

D) To disrupt business operations

2. What are the five phases of ethical hacking?

A) Planning, Scanning, Enumeration, System Hacking, and Covering Tracks

B) Reconnaissance, Scanning, Gaining Access, Maintaining Access, and Covering Tracks
C) Discovery, Analysis, Exploitation, Reporting, and Cleanup

D) Assessment, Penetration, Documentation, Mitigation, and Verification

3. What is a penetration test?
A) A type of malware

B) A simulated cyber attack to evaluate system security
C) A network configuration tool

D) A password cracking method

4. Which tool is commonly used for network scanning in ethical hacking?
A) Microsoft Excel

B) Nmap
C) Adobe Reader
D) Notepad

Answers: 1-B 2-B 3-B 4-B
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