
CIRA Practice Test Questions and Answers

1. What does CIRA stand for in cybersecurity?

A) Certified Incident Response Analyst

B) Certified Information Risk Analyst

C) Cyber Incident Response Administrator

D) Certified Infrastructure Risk Assessment

2. What is the first phase in the incident response lifecycle?

A) Detection and Analysis

B) Preparation

C) Containment, Eradication, and Recovery

D) Post-Incident Activity

3. Which of the following is a key responsibility of an incident response analyst?

A) Network infrastructure design

B) Malware analysis and threat hunting

C) Software development

D) Hardware procurement

4. What is the primary goal during the containment phase of incident response?

A) Identify the root cause

B) Document all evidence

C) Prevent further damage and isolate affected systems

D) Restore normal operations immediately

 

Answers: 1-A 2-B 3-B 4-C
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