
CFE Practice Test Questions and Answers

1. What should be included in an incident report?

A) Only the list of affected users

B) High-level summary of the incident

C) Details of the attack only

D) Timeline, actions taken, and recommendations

2. Why is hashing important in digital forensics?

A) To compress data

B) To anonymize files

C) To identify duplicates

D) To ensure data integrity

3. What does a hash value indicate in forensic analysis?

A) The file location on disk

B) The file size in bytes

C) The last modified date

D) The file's unique digital fingerprint

4. What is the first step in digital evidence collection?

A) Hashing the drive

B) Analyzing file systems

C) Securing the scene

D) Imaging the drive

Answers: 1-D 2-D 3-D 4-C
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